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AnnoTtanusi. llenpio paboTwl sBisieTCs ompeneneHre HauOonee S(PPEKTHBHOrO M YHUBEPCATBLHOIO
MEXaHH3Ma aBTOPU3AILIMH, COOTBETCTBYIOIIETO TPEOOBAaHUSM O€30IACHOCTH M 3aIUIIEHHOCTH HHPOPMAIIU
HOJIB30BATENsl B COBPEMEHHOM LUdpoBoM obimiecTtBe. B pesynbrare ObUTM HCCIIEIOBAaHbI OCHOBHBIC
HEJIOCTATKH CYILECTBYIOLIMX MEXaHU3MOB aBTOPU3ALIUH, UX ysi3BUMbIe MecTa. C TOMOIIBIO MOICTUPOBAHHUS
U TATTbHEHIIIET0 UCCIICI0BaHMS TI0JTh30BATEIbCKUX TPHIIOKEHUI ObLUTH YCTAHOBIICHBI HAHOO0JIEE OAXOISIIIE
TeXHOJIOTUH obOecrieyeHus 3 PpeKkTHBHOI apTopu3aiiu Ha ocHoBe Json Web Token (JWT). Ilpeanonaraercs
HE OTKa3bIBaThCS OT TEXHOJIOTUH Hcnonb3oBanus JWT, a, Ha000poT, Ha4aTh €€ pacCMaTpUBaTh KaK OJIHY U3
CaMbIX MOJXOSAIINX U OE30MaCHBIX TEXHOJIOIHI Ha CErOAHSIIHUE JIeHb. [IpoaHaan3upoBaHbl aKTyalbHbIC
METO/Ibl pealn3alii JaHHOW TEXHOJOTMH W CHICNIaHbl BBIBOJBI O HEOOXOJMMOCTH JOMOJHUTEIHLHOTO
UX YJTy4ILICHUS U3-3a CYIICCTBYIOIINX HEJOCTATKOB B BUJIC IepeXBaTa IaHHbIX. B nanbHelilem miaHupyercs
B KOMIIBIOTEPHOI KNOEpIadopaTopuy UcCiIeoBaTh YpOBEHb 0E30IIaCHOCTH CUCTEM aBTOPU3AIIMHU HA OCHOBE
npeaoxxeHHon rexnonaoruu JWT B peabHBIX YCIOBUSIX.
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Abstract. The aim of the work is to determine the most effective and universal authorization mechanism
that meets the requirements for the safety and security of user information in today's digital society. As a
result, the main shortcomings of the existing authorization mechanisms, their vulnerabilities were
investigated. Through modeling and further research of user applications, the most suitable technologies
for providing effective authorization based on Json Web Token (JWT) were established. It is supposed not
to abandon the technology of using JWT, but, on the contrary, to begin to consider it as one of the most
suitable and secure technologies today. The current methods for implementing this technology are analyzed
and conclusions are drawn about the need for additional improvement due to existing shortcomings in the
form of data interception. In the future, it is planned to study the level of security of authorization systems
based on the proposed JWT technology in real conditions in a computer cyber laboratory.
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Beenenune

CoBpeMmeHHbIH L POBOM MUP HpeAaraeT Jr0AIM IHUPOKHUE BO3MOXKHOCTHU Oaroaaps pas-
BUTHIO IN100ATBHOM ceTr IHTEpHET 1 MOSBICHUIO HOBBIX CEPBUCOB U MpHIIOXKeHMIA. Bee Ooibiiee
KOJINYECTBO JIIO/IEH MEPEXOJUT B MHTEPHET-NPOCTPAHCTBO JUIsl paboThl U oOuieHus. bonbuioi
00beM HH(POPMAIUH, OBICTPOCHCTBYIOIINE )KU3HEHHBIE TPOIECCHI M PAaCTYIIMI CIIPOC Ha 001Iue
3HaHUS 3aCTaBJISAIOT JIFOJIEH TOCTOSHHO UCKATh HA/IEKHbBIE U HCUEPIIBIBAIOIINE HCTOYHUKH HHPOP-
Manuu, KoTopsle HTEpHET MOXKET UM NpeAocTaBuTh. Mcnoab30BaHue CEpBUCOB U MPHIIOKEHUN
TpeOyeT perucTpaly 1 aBTOPU3aLMHY, B 3TUX YCIOBUAX BO3HUKAET BCE O0JIbLIe IPOOIIEM C 3allu-
TOW KOH(PHICHIIMATHHON HHPOPMAIIUU U TIPEXK]IE BCETO CBEICHHIA O JIMYHOCTH TOJIH30BATEIIS, €TO
YYETHOM 3aIUCH.

B mmdpoBoM mpocTpaHCcTBE MPEUMYIIIECTBO MOTYYAIOT MOPTAIBI U CEPBUCHI, KOTOPBIE TIO-
CTpauBalOTCs U MOJIEPKUBAIOT UHTEPECH! MOJIb30BaTENA. ITO HEOOXOIMMO B MEPBYIO OYEpEh
U1 y100CTBA M yIPOIIEHNS OAHOTHITHBIX 33J1a4 B ceTH. Harpumep, B €XkeHEBHYIO PYTHHY MOTYT
BXOJIMTH BBOJI TAPOJIA JUIs JOCTYIA K KaKoH-IM00 miatdopme, MOMCK pa3InyHbIX TOBAPOB U IPO-
CMOTp MHTEPECYIOILEro KOHTEHTA. Bce 3To npocTo peanusyercs U MoACTpanBaeTcs N0 KOHKPET-
HOT'O YEJIOBEKAa Ha OCHOBE aHAJIM3a CUCTEMOI IIPEIIIOYTEHUH U MEPCOHAIBHBIX JaHHBIX 0JIB30-
BaTellsl, TO €CTh €r0 «CJIE/1a» B CETU — «IHU(POBOro cienay. AnanTtanus IpeiaraéMoro nojb3o-
BaTEJI0 KOHTEHTa OCHOBBIBACTCSA HA TOM, YTO MHTEPECOBAJIO MOJb30BaTes paHee. Hecmorps Ha
0e3yciIoBHOE YJ0OCTBO, TaKOM MEXaHHU3M MOXKET MPUBECTH U K HETaTUBHBIM MOCIEACTBHUIM
C TOYKHM 3pEHHs 3allUThI INYHBIX JAHHBIX YenoBeka. TakuM o0pa3om, 0ObEKTOM JaHHOTO HCCIle-
JIOBAHMUSI SBJIIOTCS MEXaHU3Mbl aBTOPU3ALMU [10JIb30BaTENEN B BEO-TIPUIIOKEHUSX, @ IPEIMETOM
UCCIIEIOBAaHMSI — METO/Ibl YJIyUlLIeHUs] TEXHOJIOTUHM aBTOPU3ALIUH JJIs1 O0JbIIeH 3aluThl HH(OP-
MalliH O [10JIb30BaTele B LU(POBOM IIPOCTPAHCTBE.

OcHoBHAA YaCTh

C yBenn4eHneM crpoca co CTOPOHBI MOJIb30BaTeNIed Ha Pa3HOOOPA3HbIE IPUIIOKEHUS, U MO-
BCEMECTHOM HCIOJIb30BaHUU CEPBHUCOB, pabOTAIOIIUX C MEPCOHATBHBIMHU JIaHHBIMHU, BO3HUKAET
HE00X0IMMOCTh O0OECIeYeHNs 3alMIEHHOCTH IIPOLiecca aBTOPU3ALUU CO CTOPOHBI co3Jareen
JIAHHBIX CEPBUCOB, M BO3pAacTaeT HHTEpEC K 0€30MaCHBIM TEXHOJIOTHSIM aBTOPH3ALHH.

ITpu 3TOM HEOOXOMMO pelIaTh cpa3y HECKOJIbKO 3a/1a4:

— OIpeneNsATh ANTOPUTM aBTOPU3ALMHM [10JIb30BATENIEH Ha CEPBUCE;

— BBIOMPATH CIIOCOOBI B3aMMOEHCTBHS TOJIH30BATENS C CEPBUCOM;

— pemaTh IpobiaemMbl 0€301MaCHOT0 XPaHEeHHUs TaHHBIX aBTOPHU3AIMU TOIb30BATENs U ONTHU-
MU3alUu PECYPCOB, BBIACIICHHBIX HA UX XPAaHCHHUC,

— AHAJIU3HUPOBATh BO3MOKHBIE UCXOBI IPU YTPATE YETOBEKOM OCHOBHOT'O KJI0Ya, UCIIOJIb-
3yeMOro Nnpu aBTOPU3aLUU U UIEHTU(UKALIMN Ha UCTIOIb3yEMOM UM CEpPBUCE.

s obecriedeHust 3alIUThl OT HECAHKIIMOHHMPOBAHHOTO JIOCTYIA K PECypcy M, COOTBET-
CTBEHHO, IEPCOHAJILHBIM JJAHHBIM MOJIb30BATEISI, MOKET ObITh HCII0JIb30BaHA camasl pacipocTpa-
HEHHas — naposibHas 3amura. [laposb ucnonp3yercs Ui orpaHUYeHUs OCTyna K MH(OpMaIiu
TeX MOJIb30BaTeNel, KTO He UMeeT Ha 3TO IpaBo. OIHAaKO BaXKHBIM 3aME€YaHUEM SIBJISIETCS TO, YTO
HCII0JIb30BaHNE CTAaHAAPTHBIX MAPOJIEH MOKET IPUBOIUTH CPA3y K HECKOIBKUM KPUTHYECKUM AJIS
MH(POPMAITMOHHON 6€30MaCHOCTH MOCIEACTBUAM. [ TABHBIM U3 TaKUX TOCIICCTBUM SIBIISIETCS TIO-
Jy4deHue Oe3rpaHuvyHOro JOCTYyINa 3JO0YMBIIIJICHHHKAa K aKKayHTY B3JIOMaHHOTO IMOJIb30BaTelis
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B CITy4yae pacKphIThs mapoisi. YToOsl n30ekaTh Mo100HOro UCX01a, HEOOXOAUMO UCIIOIH30BAHNE
JIONIOJIHUTEIBHON IPOLeypbl IPOBEPKH MpaB Ha BBIOJHEHHUE ONpEENCHHbIX IeHCTBUN B cu-
cTeme. B kauecTBe Tako MpoLeayphl IPUHSITO UCIOIb30BaTh JOMOIHUTEIbHBIE METO/IbI ABTOPHU-
3alluM, TaKMe Kak, HalpuMep, OTIpaBKa yBEIOMJICHUH Ha TOMOJIHUTEIbHbIC Ha/IEKHbIE CEPBUCHI
nojb3oBarens. To ecTb OyAeT HECKOIBKO pa3 MPOBEPEHO, YTO MOJIb30BATEIb JCHCTBUTEILHO SIB-
JsieTcs TeM, 3a Koro ceds BbaaeT. Ho Takol mosTanHbli BUJ aBTOPU3aLMK 3HAYUTEIBHO YCII0XK-
HSIET MPOLIECC B3aUMO/IEUCTBHUSA C CEPBUCAMU U HE CIIOCOOEH 3aIUTUTh OT CUTYallUi, KOTAa MOJIb-
30BaTelb UCIOJb3YET OJUH U TOT XK€ MapoJib AJIS BCEX CBOMX YUYETHBIX JAHHBIX, YTO 3a4acTyIO
NpaKTUKyeTcs MHOTUMHU. [Ipu TakoMm packiazne MOKHO OyAeT JUIIUTHCA cpa3y OOJIBIIOro KOJIH-
YyecTBa 3allUIIaeMOoi nH(pOpMaLHH.

B xauectBe 60nee 3¢hpekTHBHOTO U 6e30MacCHOro METOoa epeiadr HHPOPMaIUH OT HCTOY-
HUKa K MOJTy4YaTeI0 MOKHO UCIOIb30BaTh TexHonoruto JSON Web Token (JWT) [KonecHukos,
2021]. Takoit TokeH coznaérest mo ctanaapty RFC 7519 u BmemaeT B cedst BCIO HEOOXOUMYIO
uHpOpMaLKIO A UIeHTU(UKALUHU JTH000ro nosb3oBatesns. [lomycTum, Mojib30BaTelb UCIBIThI-
BaeT HEOOXOJAMMOCTh PETHCTPAllMU Ha caiite. B 3ToM citydae cymiecTByeT TpHU y4acTHHKA IPO-
necca. [lepBblif y4acTHUK — 3TO HENOCPEICTBEHHO I10JIb30BaTElb, BBINOIHSAIOLIMNA AeHCTBHE,
BTOPOIl YYaCTHUK — CEpBEp MPUIIOKEHUS], I/I€ IPOUCXOTUT PErucTpanusi, a TpPETbUM SIBISETCS
cepBep ayreHTU(UKanuu. B nanbHelinieM oH OyeT BBIIOIHAT POJIb 00ECIIeYeHHs 0Ib30BATENs
TEM CaMbIM TOKEHOM, C TIOMOIIBIO0 KOTOPOTO OYAET MPOUCXOIUTH €T0 B3aMMOACHCTBHE C MPHIIO-
xenueM [['ony0n, 2020; Berenun, 2021].

CreunanbHbIi aNrOpUTM B3aUMOJIEUCTBUS C TOKEHOM I103BOJISIET IIOBBICUTH O€30M1ACHOCTD
oOMeHa uH(popMare ¢ cepBUCOM U IPEJOTBPATUTH HEKOTOPBIE U3 MOMBITOK 3JI0YMBIIIIEHHUKOB
HOJIY4UTh JOCTYI K JJAHHBIM I0JIb30BaTels [ Bonocenkos, Jynapes, 2015].

B nporecce paboTsl npeanonaraeTcsi B3aMMOAECHCTBHE € TPEMsl YacTAMHU TOKEHaA: 3arojo-
BOK, [10JIE3HAsl Harpy3Ka U MOANKCH. 3aroJOBOK — 3TO KPAaTKOE ONMCAHUE, coJiepiKaliee B cede
HEOO0XO0IMMYI0 TEXHUYECKYI0 HH(popMaluio Juist 00paboTku TokeHa. [lo cTpykType HamucaHus
3aroJIOBOK JIOJKEH BKJIIOUATh B ce€0s1 00s13aTENbHBIN KIIIOY, XapaKTepU3YIOLUN aIropuT™ Iud-
pOBaHUs, KOTOPBIM HCHONB3YyeTCs MPU paboTe TOKEHA. TakXke 3aroJIoBOK MOXKET COJAepKaTh He-
00s3aTenbHbIN KiTtou. OH MOXET OTpa)kaTh THUI TOKEHA WJIM THII €T0 CoiepKUMOoro. Bropas yacth
TOKEHAa — JTO IIOJIE3HAs Harpy3ka, HEMOCPEICTBEHHO JIaHHBIE, II€PEJaBacMble TOKEHOM.
Harpy3ka cogepxut o0mie1ocTynHy0 HHPOpMaIUIO, EPEeIaBaeMyl0 MEX/y MOJIb30BaTEIeM U
cepBucoM. Hampumep, 3T0 MOXeT ObITh UMsI IOJIB30BATENS M YPOBEHb €ro jocTyna [bennkos u
np., 2021]. Taxxe B CTPYKTypy MOJE3HOW HArpy3Kd MOTYT BXOJUTH HEKOTOPBIE CIIyKEOHBIE
K1t04d. OHU SIBIISAIOTCS] HE00S3aTeNIbHBIM 3JIEMEHTOM HArpy3KH, HO UMEIOT BO3MOXHOCTbH Iepesa-
BaTh JOIOJIHUTENbHYIO HH(OPMALIHIO O TOKEHE.

PaccMoTpuM, KakMMH OBIBAIOT CITy»KEOHBIE KIFOUM Harpy3KH:

1) iss: wyBcTBUTENBHAS K peructpy crpoka uin URI, koTopas siBisieTcs yHUKaJIbHBIM UJIEH-
TU(PUKATOPOM CTOPOHBI, TEHEPUPYIOLIEH TOKeH (issuer);

2) sub: yyBcTBUTENbHAS K perucTpy cTpoka uinu URI, koTopas siBiiseTcs yHUKaIbHBIM HJIEH-
TU(PHUKATOPOM CTOPOHBI, 0 KOTOPOU COIEP>KUTCS UH(OPMAIIHS B JAaHHOM TOKeHEe. 3HaYeHHUs C STHUM
KIIFOYOM JIOJI’KHBI OBITh YHUKAJIbHBI B KOHTEKCTE CTOPOHBI, reHepupytomeit JWT;

3) aud: MaccuB 4yBCTBUTEIBHBIX K perucTpy cTpok mwin URI, sBisromuiicss Ciuckom moiy-
JaTenel JaHHOTO TOKEeHa;

4) exp: Bpems B ¢popmare Unix Time, onpenenstoniee MOMEHT, KOT/Ia TOKEH CTaHET HEBa-
TV THBIM;

5) nbf: B IpoTHBOMOI0KHOCT KIIIOUY €Xp, 3T0 BpeMs B ¢popmare Unix Time, onpenensto-
111e€ MOMEHT, KOT'/1a TOKEH CTaHEeT BaJIUIHBIM;

6) jti: cTpoka, onpenensionas yHUKaIbHBIH UISHTU()UKATOP JaHHOTO TOKEHA,

7) 1at: Bpemst B popmare Unix Time, onpenenstomniee MOMEHT, KOT/1a TOKEH ObLIT CO3/1aH.

Tperuii 21eMEHT — 3TO NOJIUCH, KOTOPasl MPOBEPSET KOPPEKTHOCTh TOKeHa. [loanuce sB-
JISI€TCS BBIYMCIIIEMOM Y OCHOBBIBAETCS Ha IBYX NMPEABIAYLINX COCTABISIONIUX TOKEHA. AJITOPUTM
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COCIUHSIET 3aKOAMPOBAHHBIC CTPOKH Yepe3 TOUKY. 3aTeM MOIYYCHHAS CTPOKA XEIIMPYETCs ajro-
PUTMOM, 33JIaHHBIM B 3ar0JIOBKE Ha OCHOBE CEKPETHOTO Kiitoua. OOBEIMHUB BCE COCTABIISAIOIINE,
MOJIy9UM TOKEH, KOTOPBIN MOXHO NIEPeIaBaTh.

B mpouecce B3auMoeHCTBHS TIOJIB30BATENSI M CUCTEMBI MIPEATIONAraeTCsl UCIOIb30BaHNE
JIBYX TOKEHOB: access U refresh. Unentuduuupyrommii TokeH (access) He0OXo1uM i obecriede-
HUS JIOCTYTIA K 3alIMIIAEMbIM JTAHHBIM U UMEET OIpeAeIEHHOE BpeMs aercTBusl. [[ns mpoaieHus
€ro JICUCTBUS HYKHO HCIIONIB30BaTh refresh. 3ToT ToOkeH BhITACTCS HA JIIUTEIBHBIN TIEPUO/I.

CekpeTHBIN KIII0Y 3HAIOT TOJIBKO CEpBEp MPHIOKEHUS U cepBep ayTeHTHukaruu. Chop-
MHUPOBaHHEIE access U refresh TOkeHbI OTIPABIAIOTCS MOIB30BATEIIO TIOCTE €ro 3ampoca U Mpu-
MEHSIOTCS pu aBTopu3aiuu. [Ipu moneITke BX0aa cepBep MPOBEPSIET HA COOTBETCTBUEC HICHTH-
(GuIUpyIONIMe TOKSHBI U BBIIACT Pe3yJIbTar.

[Toyemy HEOOXOIMMO HCIIOIB30BaTh JABa TOKeHa? Takoil moaxoa 00e30MacuT CHTYAIHIo,
KOT'/1a 3JI0yMBIIIJIEHHUK MTOJTyYaeT TOCTYI K HACHTU(QUIIMpYIoIeMy TOKeHy. Mccrienys ero xapak-
TEPUCTUKH, CTAJIO M3BECTHO, YTO YepPe3 ONPEICTICHHOE BpEMs TOKEH IMTOTEPSIET KU3HECTIOCOOHOCTh
Y UCTIOJIh30BaTh €r0 JIs aBTOPU3AINY HE yAacTes. B aToMm cirydae moMosket TokeH refresh u mpo-
M30iAeT 0OHOBICHHE JaHHBIX /715 aBTopu3anuu [Kompuyrus u ap., 2021].

Kpome Toro, He00X0AUMO 3a[yMaThCsi O BBIOOPE METO/1a MOTyUCHHS M XPAHEHUS TI0JIh30Ba-
TeJeM JIaHHBIX TOKeHOB. CyIecTBYyeT JBa croco0a ux xpaHeHus. TOKeHbI MOTYT HAXOIUTHCS B JIO-
KaJTbHOM XpaHwmmiie. Ho Ba)XKHO TOMHUTB, YTO TIPH aTake Ha CEPBUC, 3JIOYMBIIUICHHHUK MOXET C
JIETKOCTBIO MOTyYUTh 3allUIlaeMble JaHHbIe. UTOObI 00€30MacuTh MOIb30BATENS OT MOAOOHBIX He-
MIPUATHOCTEH, OBLT MPE/TIOKEH eIIe OJJH METO/ XPaHCHUSI TOKEHOB. DTOT METO]T OCHOBBIBACTCS Ha
ucnoibp3oBanuu cookie. B HuX OyayT moMenieHbl TOKEHBI, a 6e30macHOCTh OyneT obecrieyeHa B
CIICZICTBHE TOTO, YTO COOKi€ OTIPABIISIFOTCS ITOJIB30BATEITIO ITOCIIE €0 3aIpoca, a He XpaHATCs B 0aze
MOCTOSIHHO. Takum 006pa3oM, 3710yMBIIIICHHUKY OyIeT CI0KHEe MOTYYUTh K HUM JOCTYIIL.

J1st moBbIIeHUs 0€30MmacHOCTH ucnoib3oBaHust JWT-TOKEHOB, pacCMOTPUM CTPYKTYPY 3a-
rosioBka HTTP-makera (puc. 1) [3omnotos, 2015]:

POST / HTTP/1.1
Host: example.com
User-Agent: Mozilla/5.0 (X11;..) Firefox/91.0

3aronoBkm

Accept: text/html, application/json 3anpoca

Accept-Language: ru-RU
Accept-Encoding: gzip, deflate
Connection: keep-alive :}».SBFDHDBKM obuero

Upgrade-Insecure-Requests: 1 HasHa4yeHnq

| 3aronoekn
npeaocrtasneHnsa

Puc. 1. Ctpykrypa HT TP-3aromnoBka
Fig. 1. Structure of HTTP headers

Crenyer OTMETUTD, YTO KaXKIBIH TTAKET, MPUXOASAIINI Ha cepBep, OyAeT comepkaTh B cede
HEKOTOPYIO TEXHUYECKYI0 HH(POpMAIHIO 00 MCTOUHUKE, KOTOPBII MOCHUIAET COOOIIEHUS Ha cep-
Bep. He crout 3a0biBaTh 1 00 uHpOpMaILMK, KOTOpasi COAEPKUTCS Ha Oojiee HUBKUX YPOBHSIX
monenu OSI, rakas, Hanpumep, kak IP-agpec ncrounuka [M3ztromos, 2005]. CoGpaB BoeIMHO BCIO
3Ty UH(OPMAIHNIO, TAK KaK OHA MPUXOAUT C KaXIbIM ITAKETOM B COETMHEHHUH, TPHIIOKEHHE CMO-
KeT OBITh YBEPEHO, YTO KaX/J1asi OTIPaBKa COOOIIEHNU OyAeT COMPOBOXKIATHCS TAaHHOW BCIIOMO-
rateapHON nHpopmanue. Takum oOpazoM, MOKHO cHOPMUPOBATH U3 HEE HEKOTOPHINA ITUdpOo-
BOI1 OTIIEYaTOK MOJIB30BaTENsA, KOTOPBIM OyAET MbITaThCs NPONTH Mpoliecc apTopu3anuu [ Kpum-
HaMypTu U ap., 2002]. [IpocTeiiuM MeTO/10M /JiS BBIIIOJIHEHUSI OMMCAHHOM orepanuu OyaeT
o0BbeIMHEHNE BCeX CTPOK B 3apaHee OIpeleIEHHOM 1M0cieJ0BaTeIbHOCTH U TPOBEICHHE Onepa-
MU XemupoBaHusa. Tak MOKHO yOEIUTHCS, YTO HCTOUHUK ACCESS-TOKEHA He M3MEHUJICS JaKe
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Ha ypoBHE IpuiioxeHus (Be0-0paysep) [ Tkauenko u ap., 2021]. 1o no3BoJgeT AOCTUYD 10O~
HUTEJIBHOTO YPOBHS 3aIIUIIEHHOCTH U O€30MaCHOCTH B CIIy4asiX, KOT/la 3JI0YMBIIIJICHHUKY BCE
K€ YIAJIOCh 3a0JIyUYHUTh JOCTYII K aCCESS-TOKEHY IMOJIb30BaTeNsl. B TakoM ciydae mpu MonbITKe
OTHPABUTH TOKEH C JPYroro ycTpoicTra OyaeT BblAaHa OMIMOKa, CUTHATU3UPYIOLIAasi O TOM, YTO
OTIEYATKU HE COBIAJAIOT U TPeOyeTCs JOMOTHUTEIBHO BBECTH JAaHHBIC OT 3allpalliBacMOi B
TOKeHE Y4ETHOM 3anmucu [MenbHuKoBa, 2016; MockoBueHko u ap., 2018; dasHos, 2020].

Ha nannbIii MOMEHT 1TOJIOOHBIE PEIICHHSI YKE HCIIOIB3YIOTCS M B KAYeCTBE OTIIeYaTKa Xpa-
Hutcs nHpopmanus o User-Agent monb3oBarens (puc. 1). Ho HekoTopsie 3110yMBIIIIIEHHUKN BCE
emé MOryT Mmony4duth noctyn k User-Agent u moxnenars TakuM o0pa3oM JaHHBIC AJI BXOJa B
cuctemy. CienyeT 3aMeTUTh, YTO BEPOSITHOCTh ATOTO KpailHE Malia, U TaKue JAeUCTBUS BBITIOJIHS-
I0TCSI, KaK MPAaBUIIO, C LIEJIbI0 HE IPOCTO OOBIYHOTO MHTEPHET-MOIIEHHUYECTBA, a KOTa COBEpIIa-
eTcsl LiejieBasi aTaka Ha onpeAeIEéHHOro moJjib3oBarens. Tem He MeHee, Takas yrposa Be€ enié ocra-
€Tcsl, XOTS U CBeJicHa K MUHUMYMY. B pamkax gaHHOM paOoThI peasiaracTcsi IPUMEHATh MaKCH-
MaJIbHO IIUPOKUIA CIIEKTP MOJIeH, CKAHUPYEMBIX 11 JOPMUPOBAHUS IU(PPOBOTO OTIIEYATKA MOJIb-
3oBarens. OueBUICH BBIBOJI, YTO MPH JTOOABICHUN JAHHOTO PEIICHUS MPUIIOKEHUE OyIeT TepTh
HEOOJIBIIIYIO JOJIO CKOPOCTH BBIYUCIICHUN, XOTS JaHHAs MOTeps OyIeT COBCEM HE3HAUUTEIbHOMH,
HO 3aTO MBI IOJTHOCTHIO UCKJTFOYMM BEPOSITHOCTH MTOJAMEHBI TOKEHA CO CTOPOHBI 3JI0YMBIIUICHHUKA
[[Moamm6sikuna, 2020; ITomos u ap., 2022; becconosa u ap., 2012].

OO0s3aTeNIbHO TPU ATOM TPEAYCMOTPETh CIOCOO0 W MECTO XpaHEHHS Ha CEPBEPHOM
YCTPOWCTBE JAaHHBIX O TaKWX IMUGPOBBIX OTIEUaTKax MoJib3oBaTeneit [Mypamss, 2020.]. Takxke
CJeyeT y4ecTh ONTUMHU3AIIMIO TaMSATH Ha XpaHAIEM TOKEHBI ycTpoicTBe. [y aToro Tpedyercs,
BO-TIEPBBIX, COCTABUTH BEPHYIO CTPYKTYPY XPaHSAIINXCS JaHHBIX AJs TOKeHOB. OueBUIHO, YTO B
COCTaB CTPYKTYpbI BXOIUT caMm TokeH (refresh), ero nudpoBoii oTmeyarok, a Takke CChIIKa Ha
MOJIb30BaTENs, K KOTOPOMY YKa3aHHBII TOKEH OTHOCHUTCS (puc. 2).

type RefreshToken struct {

D string “Json:"1id" bson:" id,omitempty"”
LuID string “Json:"uwid” bson:"uwowid"”
UserID string "json:"userID" bson:"userID"

ExpiresAt time.Time ~Jjson:"expiresAt™ bson:"expiresAt™”

Puc. 2. CtpykTypa Tabnuisl A7l XpaHEHUS CECCHA
Fig. 2. Structure of table that contains user’s sessions

Taxoke cienyer 3aMeTUTb, YTO XPaHUTh JaHHBIE O IIU(PPOBOM OTIIEYATKE B HETIPEOOpa30BaH-
HOM BH/JIE HE SIBJISIETCS XOPOILIUM pELIeHHEM, TaK KaK B ClIyyae BEpOSTHBIX aTak Ha 0a3y JaHHBIX,
HEKOTOpbIe BayKHbIE JaHHbIE MOXKHO Oy/eT M3BJIeUb U3 MpenoiaraeMblx Tabmuui. Bmecto storo
HE00X0IMMO 3aXelINPOBaTh BXOASIINE JAHHBIE Cpa3y U XPaHUTh UX UMEHHO B IPEO0OPa30BaHHOM
BUJIE, TEM CaMbIM CHU3MB YPOBEHb KPUTHYHOCTH YTEUKHU JAHHBIX U3 Hallel 6a3pl. Takxke ciemxyer
onpenenuthes ¢ Beioopom CYB/, koTopas OyneT ucnoyib30BaThCs I XpaHEHUS U ONlepariiii HaJ
JTAHHBIMH TOKEHOB. Y UHThIBasi HEOOJbIINE 00BEMBI TAaHHBIX, KOTOPBIE OYAYyT XpaHUTHCA, a TAKXKE
BECbMa MaJTyl0 HECJIOKHOCTh 3alpocoB, KOTopbie OyayT nockuiatbess CYB]l, MOXHO HCTIOTB30-
BaTh pEIICHHs, KOTOPbIE HE UCTIONB3YI0T oOpamienue k cede mo SQL (NoSQL 6a3br nanubix) [Ta-
pacos, 2015]. ba3sr nanaprx NoSQL crnieruanbHO CO3/1aHbI TSI ONIPEACIICHHBIX MOJIeTIeH JaHHBIX
¥ 001a1at0T THOKUMH CXEMaMH, YTO O3BOJISIET pa3padaThiBaTh COBPEMEHHbBIE MpUIIokKeHHs. ba3bl
naHHbIX NoSQL nonmyunnu mmpokoe pacipoCcTpaHEeHUe B CBSI3U € MPOCTOTON pa3paboTKu, PyHK-
[IUOHAJILHOCTHIO U TIPOM3BOIUTEIBLHOCTBIO MPH JIIOOBIX MacinTabax [Kpamapenko u ap., 2016].
ba3br nanubix NoSQL ucmons3ytoT pazHooOpa3Hble MOJIENN AAHHBIX JUIS JOCTYIA K JaHHBIM U
yrOpaBieHus: UMHU. ba3bl JaHHBIX TaKUX TUIOB ONTUMHU3UPOBAHBI JJIs PUIIOKEHHH, KOTOpPbIE pa-
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60TaroT ¢ GOJIBIIUM 00BEMOM JaHHBIX, HYKIAIOTCS B HU3KOM 3a/IepKKe M THOKUX MOJIEIISAX JaH-
HBIX. Bee 9TO JOCTUTaeTCst IyTeM CMSTYEHHS )KECTKUX TPeOOBaHUIM K HEIPOTHBOPEYMBOCTH JaH-
HBIX, XapaKTepHbIX s Apyrux TumnoB BJ[. Hanpumep, ogauM u3 3 (HEeKTHUBHBIX U yI0OHBIX pe-
menuii moxxer crate CYBJ] MongoDB [Mypasses u ap., 2015].

3aKjIouyeHue

B pesynbrare uccneoBaHus NpOAHATU3UPOBAHBl OCHOBHBIE NPOOJIEMBI, CBSI3aHHBIE C BO-
IIPOCaMM aBTOPU3ALMH I10JI30BATEN HA CEPBUCAX, ONIMCAHBl HEJOCTATKU APYTUX METOA0B aBTO-
puzanuu 1no cpaBHeHuto ¢ JWT-TokeHamu, MoKa3aHbl OCOOCHHOCTH paboThl C JAHHBIMU TOKe-
Hamu. bbuto ompeneneHo, 4To A MOBBIIEHUS 0€30MaCHOCTH B3auMoaencTBus ¢ JWT-TokeHom
MO’KHO HCII0JIb30BaTh TEXHUYECKYIO HH(OPMALIHMIO O OJIb30BATEIBCKOM YCTPOUCTBE, C KOTOPOIO
OTIPABISIOT TOKEH HA ATalle aHaIM3a acCess-TOKEHA. DTO NPEAOTBPATUT CIydaud UX NepexBara
3JI0YMBIILIJICHHUKOM.

B nanpHelmeM niaHupyeTcs IPOBECTH HATYPHBIE UCIIBITAHMS IPEJIOKEHHON METOIUKY B
KOMIIbIOTEPHOI KNOepnabopaTOpUM U UCCIIE0BAaTh YPOBEHb O€3011aCHOCTH CUCTEM aBTOPU3ALIUU
Ha OCHOBE NPeJI0)KeHHON TexHOJIOoTHH JWT B peanbHbIX yCIOBHUSX.
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